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1. Introduction

AD Administration (ADA) is a SharePoint Web Part that allows administrators to delegate user
management permissions to specific users such as managers so that they can create, manage, and
delete users and groups, reset users’ passwords, and edit AD profile information from within a
predefined OU.

Product Feature List

Grant specific users with the ability to manage AD object’s properties

Enable authorized users to manage OUs, users, groups and computers directly in SharePoint
Add users to SharePoint right after they are created

Send email to users/groups directly from within AD Administration Web Part

Restrict users from managing certain properties

Define delegation scope and permission for each user

Display users, groups and sites in Organization view, Alphabetical view and Sites view

Record each operation in a log file

About this User Guide

This user guide is intended to instruct you on how to install/uninstall, configure and use SharePoint AD
Administration. For the latest copy of this user guide and some other guides, please visit
http://www.boostsolutions.com/download-documentation.html



http://www.boostsolutions.com/download-documentation.html

SharePoint AD Administration 1.0 User Guide Page 2
|

2. Installation

2.1 Product Files

After you download and unzip the AD Administration zip file from www.boostsolutions.com, you will
find the following files:

Path Descriptions

A program to install and deploy the WSP solution

Setup.exe packages to the SharePoint farm

EULA rtf The product End-User-License-Agreement

AD Administration_V1_User Guide.pdf User guide of AD Administration in PDF format.
Library\2.0\Setup.exe The product installer for .Net Framework 2.0

A file that contains the configuration information

Library\2.0\Setup.exe.config for the installer

Library\4.0\Setup.exe The product installer for .Net Framework 4.0.

A file that contains the configuration information

Library\4.0\Setup.exe.config for the installer

A SharePoint solution package that contains
Foundation files and resources for SharePoint 2007
or WSS 3.0.

A SharePoint solution package that contains
Foundation files and resources for SharePoint 2010
or SharePoint Foundation 2010.

A SharePoint solution package that contains
Foundation files and resources for SharePoint 2013
or SharePoint Foundation 2013.

A SharePoint solution package that contains AD
Administration files and resources for SharePoint
2007 or WSS 3.0.

A SharePoint solution package that contains AD
Administration files and resources for SharePoint
2010 or SharePoint Foundation 2010.

A SharePoint solution package that contains AD
Administration files and resources for SharePoint
2013 or SharePoint Foundation 2013.

Solutions\Foundtion\
BoostSolutions.FoundationSetup12.1.wsp

Solutions\Foundtion\
BoostSolutions.FoundationSetup14.1.wsp

Solutions\Foundtion\
BoostSolutions.FoundationSetup15.1.wsp

Solutions\ADAdministration\BoostSolutions.
ADAdministrationSetup12.1.wsp

Solutions\ ADAdministration\
BoostSolutions. ADAdministrationSetup14.1.wsp

Solutions\ ADAdministration\BoostSolutions.
ADAdministrationSetup15.1.wsp

Solutions\ ADAdministration\Install.config A file containing the configuration information for
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2.2 System

Before you install

SharePoint 2013

Operating
System

Server

Browser

the installer.

Requirements

AD Administration, make sure that your system meets the following requirements:

Microsoft Windows Server 2012 Standard or Datacenter X64
Microsoft Windows Server 2008 R2 SP1

Microsoft SharePoint Foundation 2013 or Microsoft SharePoint Server 2013
Microsoft NET Framework 4.5

Microsoft Internet Explorer 8/9/10
Mozilla Firefox
Google Chrome

SharePoint 2010

Operating
System

Server

Browser

SharePoint 2007

Operating
System

Server

Browser

Microsoft Windows Server 2008 x64
Microsoft Windows Server 2008 R2

Microsoft SharePoint Foundation 2010 or Microsoft SharePoint Server 2010
Microsoft SharePoint Foundation 2010 SP1 or Microsoft SharePoint Server 2010 SP1
Microsoft .NET Framework 3.5

Microsoft Internet Explorer 7 and above
Mozilla Firefox
Google Chrome

Microsoft Windows Server 2003 x86/x64
Microsoft Windows Server 2008 x86/x64
Microsoft Windows Server 2008 R2

Microsoft Windows SharePoint Services v3 or Microsoft Office SharePoint Server
2007 SP2

Microsoft .NET Framework 2.0 and above

Note This product is not compatible with SPS 2003 and WSS v2.

Microsoft Internet Explorer 6 and above
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2.3 Installation

Follow the steps below to install ADA on your SharePoint servers.

Installation Preconditions

Before you install ADA, please make sure the following services are started on your SharePoint servers:
SharePoint Administration and SharePoint Timer.

£} Services |_ | O] x|
File  Action Wiew Help
| c= | HeE|» »uup
", Services (Local) MName = I Description | Status I Startup Type I Log On As I ;I
5k Secure Socket Tunneling Protocol Service Provides s... Manual Local Service
».5;?; Security Accounts Manager The startu...  Started Automatic Local System
‘f\/ Server Supports fil...  Started Automatic Local System
-5 SharePoint 2010 Administration Performs a...  Started Automatic Local System
.,C\' SharePoint 2010 Timer Sends notif... Started Automatic LOSTINGY,...
-&: SharePoint 2010 Tracing Manages tr... Started Automatic Local Service
S(’ SharePoint 2010 User Code Host Executes u... Disabled LOSTING,. ..
C\' SharePoint 2010 ¥S5 Writer SharePoint... Manual Local System
f.{ SharePoint Foundation Search V4 Provides fu... Started Automatic LOSTINGY,... _I
~.€;_’;SharePoint Server Search 14 Providese...  Started Manual LOSTINGI...
Q Shell Hardware Detection Provides n...  Started Automatic Local System
S\' Smart Card Manages a... Manual Local Service
»S\‘.?;Smart Card Removal Policy Allows the ... Manual Local System
CLSNMP Trap Receives k... Manual Local Service ﬂ
§ Extended >\ Standard /'

AD Administration must be run on one front-end Web server in the SharePoint farm where Microsoft
SharePoint Foundation Web Application services are running. Check Central Administration >
System Settings for a list of servers running this service.

Required Permissions

To perform this procedure, you must meet either of the following requirements:

e Member of the local server's Administrators group

e Member of the Farm Administrators group

Install ADA on SharePoint Server

a. Download the zip file (*.zip) of AD Administration from the BoostSolutions website, then extract
the file.

b. Open the created folder and run the Setup.exe file.
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Note If you cannot run the setup file, please right-click the Setup.exe file and choose Run as
administrator.

c. A system check is performed to verify if your machine meets all the requirements for installing
ADA. After the system check is finished, click Next.

d. Review and accept the End-User License Agreement and click Next.

e. Inthe Web Application Deployment Targets, select the web applications you are going to
install and click Next.

Note If you select Automatically activate features, the product features will be activated in the

target site collection during the installation. If you want to manually activate the product feature
later, clear this check box.

f. Upon completion of the installation, details are displayed showing the web applications where
ADA has been installed. Click Close.

2.4 Upgrade

Download the latest version of AD Administration and run the Setup.exe file.

In the Program Maintenance window, select Upgrade and click Next.

2.5 Uninstallation

If you want to uninstall AD Administration, double-click the Setup.exe file.

In the Repair or Remove window, select Remove and click Next. Then the application will be
removed.

2.6 Command Line Installation

The following instructions are for installing the solution files for AD Administration in SharePoint 2010
by using the SharePoint STSADM command line tool.

Required Permissions

To use STSADM, you must be member of the local Administrators group on the server.

Install AD Administration to SharePoint Servers
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If you have installed BoostSolutions products before, please skip the steps of Foundation installation.
a. Extract the files from the product zip pack to a folder on one SharePoint server.

b. Open a command prompt and make sure your path is set with the SharePoint bin directory.
e SharePoint 2010
C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\14\BIN
e SharePoint 2013

C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\15\BIN

» SharePoint 2007
C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\12\BIN\stsadm.exe

c. Add the solution files to SharePoint in the STSADM command line tool.

stsadm -o addsolution -filename BoostSolutions. ADAdministrationSetup14.7.wsp

stsadm -o addsolution -filename BoostSolutions.FoundationSetup14.1.wsp
d. Deploy the added solution with the following command:

stsadm -o deploysolution -name BoostSolutions. ADAdministrationSetup 14.1.wsp
-allowgacdeployment —url [virtual server url] -immediate

stsadm -o deploysolution -name BoostSolutions.FoundationSetup 14.1.wsp -allowgacdeployment —
url [virtual server url] —immediate

e. Wait for the deployment to complete. Check the final status of the deployment with this
command:

stsadm -o displaysolution -name BoostSolutions. ADAdministrationSetup 14.1.wsp

stsadm -o displaysolution -name BoostSolutions.FoundationSetup 14.1.wsp

The result should contain a <Deployed> parameter for which the value is TRUE.
f.  In the STSADM tool, activate the features.

stsadm -o activatefeature -name SharePointBoost. ADAdministration —url [site collection url] —force

stsadm —o activatefeature -name SharePointBoost. ADAdministration.Settings—url [site collection
url] —force

Note:

After install product using command line, you can check whether the product is installed and



SharePoint AD Administration 1.0 User Guide Page 7

deployed successfully in Central Administration.
a. On the Central Administration Home page, click System Settings.
b. Inthe Farm Management section, click Manage farm solutions.

¢.  On the Solution Management page, check whether the solution
“boostsolutions.adadministrationsetup14.1.wsp” is deployed to the web applications.

d. On the Solution Properties page, click Deploy Solution.
e. On the Deploy Solution page, in the Deploy When section, select Now.

f.  Inthe Deploy To? section, in the A specific web application list, click either All web applications
or select a specific Web application.

g. Click OK.

Remove AD Administration from SharePoint Server

a. Removal is initiated with the following command:

stsadm -o retractsolution -name BoostSolutions. ADAdministrationSetup 14.1.wsp -immediate -url
[virtual server url]

b. Wait for the removal to finish. To check the final status of the removal you can use the following
command:

stsadm -o displaysolution -name BoostSolutions. ADAdministrationSetup 14.1.wsp

The result should contain the <Deployed> parameter for which the value is FALSE and the
<LastOperationResult> parameter with the RetractionSucceeded value.

c.  Remove the solution from the SharePoint solutions storage:

stsadm -o deletesolution -name BoostSolutions. ADAdministrationSetup 14.1.wsp

Note:

After uninstall product using command line, you can check whether the product is removed and
successfully in Central Administration.

a. On the Central Administration Home page, click System Settings.

b. In the Farm Management section, click Manage farm solutions.
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c.  On the Solution Management page, click “boostsolutions.adadministrationsetup14.1.wsp”.
d. On the Solution Properties page, click Retract Solution.
e. On the Retract Solution page, in the Deploy When section, select Now.

f.  In the Retract From section, in the A specific web application list, click All content web
applications.

g. Click OK.

h.  Wait a minute, and refresh the browser until you see “Not Deployed” as the status for
boostsolutions.adadministrationsetup14.1.wsp.

i.  Select "boostsolutions.adadministrationsetup14.1.wsp”.

j. . On the Solution Properties page, click Remove Solution.

To remove BoostSolutions Foundation from SharePoint servers.

The BoostSolutions Foundation is mainly designed to provide a centralized interface to manage
licenses for all BoostSolutions software from within SharePoint Central Administration. If are still using
BoostSolutions product on your SharePoint server, please do not remove Foundation from the servers.

a. Removal is initiated with the following command:

stsadm -o retractsolution -name BoostSolutions.FoundationSetup 14.1.wsp —immediate —url [virtual
server url]

b. Wait for the removal to finish. To check the final status of the removal you can use the following
command:

stsadm -o displaysolution -name BoostSolutions.FoundationSetup 14.1.wsp

The result should contain the <Deployed> parameter for which the value is FALSE and the
<LastOperationResult> parameter with the RetractionSucceeded value.

¢. Remove the solution from the SharePoint solutions storage:

stsadm -o deletesolution -name BoostSolutions.FoundationSetup 14.1.wsp

Note:

After uninstall product using command line, you can check whether the product is removed and
successfully in Central Administration.

k. On the Central Administration Home page, click System Settings.
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. In the Farm Management section, click Manage farm solutions.

m. On the Solution Management page, click “boostsolutions.foundationsetup14.1.wsp”.
n. On the Solution Properties page, click Retract Solution.

0. On the Retract Solution page, in the Deploy When section, select Now.

p. Inthe Retract From section, in the A specific web application list, click All content web
applications.

g. Click OK.

r.  Wait a minute, and refresh the browser until you see “Not Deployed” as the status for
boostsolutions.foundationsetup14.1.wsp.

s.  Select "boostsolutions.foundationsetup14.1.wspss”.

t.  On the Solution Properties page, click Remove Solution.

2.7 Feature Activation

Activate feature in site collection

By default, the application’s features are automatically activated once the product is installed. You can
also activate the product feature manually.

. . Site Actions ~ (NGRS .
a. On the Site Actions menu, click Site Settings.

b. Under Site Collection Administration, click Site collection features.

¢. Find the application feature and click Activate. After the feature is activated, the Status column
lists the feature as Active.

AD Administration 1.13.104.0

m Allows administrators to delegate user management capabilities to specific E—

i users so they can create, manage, and delete users and groups, reset other LA | m
users’ passwords, and edit AD profile information from within a predefined OU.
{Powered by BoostSolutions)

Activate feature in Central Administration

a. Enter Central Administration, on the Quick Lunch, click System Settings.
b. On the System Settings page, under Farm Management, click Manage farm features.

c. Find AD Self Service's features and click Activate. After a feature is activated, the Status column
lists the feature as Active.
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AD Administration 1.13.104.0

Allows administrators to delegate user management capabilities to specific
@l users so they can create, manage, and delete users and groups, reset other

users’ passwords, and edit AD profile information from within a predefined QL.
{Powered by BoostSolutions)

Page 10
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3. Add AD Administration Web Part

You can add the AD Administration Web Part to any SharePoint site in your site collection.

a. Go to the page where you would like to add ADA Web Part. Click Edit Page on the Site Actions
menu. On the ribbon, click Insert under the Editing Tools tab, and then click Web Part.

Editing Tools
Site Actions ~ @2 M Browse  Page Format Text || Insert

= kM QN B I

Table Picture Link WUpload Web | Existing MNew
- - File List List

Tables Media Links Web Parts

b. In the Categories section, click BoostSolutions Web Parts, select BoostSolutions AD
Administration from the Web Part list, and then click Add.

Categories Web Parts

(=] Lists and Libraries E& BoostSolutions AD Administration ...
|1 BoostSolutions Web Parts

_J Business Data
d Content Rollup

1 Fitters
[_J Forms | 7} BoostSolutions Password Reset W...

3 Media and Content
d Cuticok Web App
_J Search

3 Social Collaboration

D>

[t:_i] BoostSolutions AD Self Service We...
[f.:_i] BoostSolutions Password Change ...

[f.:_i] BoostSolutions Password Expiratio...

Note You must have customized pages permission to the current site to add and edit the Web
Part.

Then AD Administration Web Part will be added to the page. You need to configure the general
settings of AD Administration in Central Administration and assign permission for users to use this
Web Part (See 4. Configure ADA in Central Administration for details.). If you did not add user
permissions in Central Administration, then the Web Part would be displayed as below:
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& BoostSolutions AD Administration Web Part
B vou have not been assigned permission to use this web part, please contact wour

administrator or check the settings in Central Administration.

Note The Web Part will only display to users with the right permissions. Go to Central
Administration and add AD Administration Web Part user permissions.
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4. Configure AD Administration in Central Administration

On the Central Administration homepage, click BoostSolutions Software. Under AD Administration,
you will find General Settings, AD Administration User Permissions, View User Permissions and
License Management.

Central _
Administration @ License Management Center

N License Management Center
Application Management g

System Settings "E‘E AD Self Service
Monitoring " AD Self Service Settings

Backup and Restore

EQ AD Administration
A General Settings | AD Administration User Permissions
Upgrade and Migration View User Permissions | License Management

Security

General Application
Settings . Password Reset

@ Password Reset Settings | License Management

i /4_:

Configuration Wizards

BoostSolutions Software

4.1 Configure General Settings

Click General Settings to enter the General Settings page.

AD Administration
Gener ettings | AD Administration User Permissions
Wiew Permissions | License Management

The General Settings of AD Administration allows administrator to configure log and SMTP Server
settings.

4.1.1 Configure Log Schedule

The log schedule section provides you the options to specify how often a new log file should be
generated or specify the number of days after which to delete the log files from the server. Select the
Enable Log check box.
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[v] Enable Log Mew log schedule:
Write log file on the server {® Monthly
when users change AD N
information via the web i) Mumber of day(s) to use a log file: |7
part.
[ | Delete logs from the server after | 180 day(s).
| View Logs

o Monthly: create a log once every month.

o Number of day(s) to use a log file: create a log after a number of days specified by the
administrator.

o Delete logs from the server after x day(s): delete the log files from the server after a specified
number of days.

4.1.2 View Logs

Click View Logs, in the open window you can view all changes made with AD Administration Web Part.

You can filter these results based on time range.

From | | [12 aM ][00 V] 10| |8 [12 am wv][00 v|

You can also filter these results based on the Action performed with the AD Administration Web Part.

action I Filter

) Change e-mail settings .
tion: | Create QU Modified by: Log Details:
tkenowr] Rename OU CRYSTAL\susan

Edit QU
iknowr Delete OU CRYSTAL\susan
1ange E;iaaﬁ :‘Eg‘;’i’;ﬂp SHAREPOINT\system Details
iknowr Edit AD group SHAREPOINT\system
Delete AD group
:name | Add AD user to AD group SHAREPOINT \system
Remove AD user from AD grou
name| coante AD dser greup SHAREPOINT\system
:set us| Enable AD user account SHAREPOINT\system
Disable AD user account
able 4 Delete AD user SHAREPOINT \system
Rename AD user
sable 4 edit AD user SHAREPOINT \=ystem
it AD 1 Eﬁiﬁi;ﬁer password SHAREPOINT\system Details

To display log details, click Details in the Log Details column. Then details such Changed Property,
Old Value and New Value will be displayed in a window.
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|Changed Property] lold valuel Inew value]

Telephane number: 62203918 62203950 A
Title: HR. Manager

Department: Human Resource

Company: Crystal Co., Ltd v

4.1.3 Configure SMTP Server Settings

The SMTP Server Settings section allows you to customize the SMTP settings for the AD
Administration Web Part.

SMTP domain name/IP address, port, from display name, from address and reply-to address can be
customized. You can also use either the default Windows login credentials or that of another user. The
settings also enable SSL connection.

SMTP Se Setti .
er na= SMTP domain name or IP address:

Default SMTP server |
settings for the web part.

Port:

Fr|0rn dizsplay name (this will be displayed in the From field Di: each email):

Fr|urn address (this will be set as the default From address Fu:ir each email):
Reply-to address (this will be set as the default reply-to address for each email):

(@) Use default Windows user login credentials

() Use custom user login credentials
Username:

Password:
[]Enable S5L connection

| Send Test Emai

Note There is no need to customize these settings if the SMTP server settings are already
configured in the SharePoint Central Administration.

4.2 Manage AD Administration User Permissions

Click AD Administration User Permissions to enter the User Permissions for AD Administration
page.
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AD Administration
8 General Settings | AD Administratior{ser Permissions
View User Permissions | License Ma ement

You can find another entry for AD Administration User Permissions directly under BoostSolutions
Software.

BoostSolutions Software
AD Self Service Settings
|aD Administration User Permissions|

Password Reset Settings
License Management Center

4.2.1 Assign Permissions to Users
Click Add Users to enter the Add Users page.

=] Addilsers }( Delete Selected Users _j' Edit Permissions of Selected Users

There are no items to show in this view.

Specify Users

In the Users section, type user/group names, or their email addresses. You can click the & jcon to
find users and groups. Click the people picker &/ icon to verify names.

Users
Users:

You can enter user names, group
names, or e-mail addresses. Separate Susan £hang ;
with semi-colons.

8, [

Specify OUs

In Organizational Units section, specify which Organizational Units (OUs) the users/groups can
manage using the AD Administration Web Part. To do this, you need to specify the Domain name and
the administrator's credentials.

Note By default, Domain name and Username are filled automatically, so you just need to type
the password of administrator.
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a. Enter the password of the administrator.

Clamain name:

|-:r',r5ta|.||:u:a| |

Username:

|au:|rnir1i5tratu:ur |

Password:

|----------| -ﬂ~| | Load

b. Click Load to load the OU tree based on the login credentials.

Diomain name:

|crv5ta|.|u:u:a| |

Username:

|adrnini5trat|:|r |

Password:

||-|||-|||- | | Load

= [] crystal.local
-] Domain Controllers
~[JHR

w[]IT
=- |:| Test

- [] Service

-] Product
=[] Sales

[] aftersales

< >

c. Specify the OUs that the users/groups can manage using the AD Administration Web Part.
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=[] crystal.local

- [] Domain Controllers
... [ HR

- []IT

=[] Test

[] Interns

- [ ] Service

- [] Product
=[] Sales

[] aftersales
[ ] presales

< >

Specify Permissions

In Permissions section, specify which permissions you would like to delegate to the selected
users/groups. Select the check boxes according to your needs.
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Permissions
Manage Organizational Units - Allow selected users to create

and edit Organizational Units. (You can restrict permissions so
that this achion can only be performed in predefined Ols.)

Specify which permissions you would
like to delegate to selected users.

Delete Organizational Units - Allow selected users to delete

Organmizational Units. (You can restrict permissions so that this
action can only be performed in predefined OUs.)

Manage Groups - Allow selected users to create new groups,

edit properties of groups, and add users into groups. (You can
restrict permissions so that this action can only be performed in
predefined OUs.)

Delete Groups - Allow selected users to delete groups. (You

can restrict permissions so that this action can only be performed
in predefined OUs.)

Manage Users - Allow selected users to create new user

accounts, edit exasting accounts, and disable users. (You can
restrict permissions so that this action can only be performed in
predefined OUs.)

Delete Users - Allow selected users to delete user accounts.

(You can restrict permissions so that this action can only be
performed in predefined OUs.)

Reset Passwords - Allow selected users to reset the passwords

of other users. (You can restnct permissions so that this achion
can only be performed in predefined OUs.)

Manage Computers - Allow selected users to view computers,

edit properties of computers, add computers into groups and
disable computers. (You can restrict permissions so that this
action can only be performed in predefined OUs.)

Delete Computers - Allow selected users to delete computers.

(You can restrict permissions so that this action can only be
performed in predefined OUs.)

Specify Properties

In the Properties section, specify which user properties can be edited using AD Administration Web
Part. By default, AD Administration provides four tabs (General, Address, Telephones and Organization)
that include almost all common AD properties.
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Properties

5|:|-_E|:iﬁ.r w_'hiu:h UsEr pru-perties_ can I:r_e B8 General @ %

edited using the SPB AD Adminstration

web part. First name: [ %
Initials: [ %
Last name: (=]
Display name: Qﬁ
Description: [
Office: [ 3
Telephone number: [
E-mail: [ 3
Web page: @ﬁ

= fdd New Property

B Address @ﬁ
& Telephones @ﬁ
Ed Organization Eiﬁ
C3 New tab

You can manage the tabs and properties, see 4.3 Configure Web Part Layout and AD Properties Settings
for details.

Scroll to the bottom of this page and click Save to have the users added to AD Administration.

After you have added some users, their details will be displayed on the User Permissions for AD
Administration page with Display Name, User Name, Type, and Permissions.

=] Add Users X Delete Selected Users E;' Edit Permissions of Selected Users

0 [Coperiers

Manage OU, Delete OU, Manage
Group, Delete Group, Manage User,
Delete User, Reset User Password

Manage Group, Delete Group,
] Susan Zhang CRYSTAL\susan User Manage User, Delete User, Reset
Uzer Password

H CRYSTAL\domain CRYSTAL\domain Security
admins admins Group

4.2.2 Delete Users

Select the user you want you delete. Then click Delete Selected Users or the delete icon X to delete
the user.
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=] Add Users |}< Delete Selected L.Isersl J Edit Permissions of Selected Users

] Display Name User Name Type Permissions

Manage OU, Delete OU, Manage
Group, Delete Group, Manage User,
Delete User, Reset User Password

Manage Group, Delete Group,

Susan Zhang CRYSTAL\susan User Manage User, Delete User, Reset
Uzer Password

] CRYSTAL\domain CRYSTAL\domain Security
admins admins Group

4.2.3 Edit User Permissions

Select the user you want you edit. Then click Edit Permissions of Selected Users or the edit =2 icon
to enter the Edit User page.

=] Add Users }{ Delete Selected Users IIJ Edit Permissions of Selected L.Isersl

] Display Mame User Name Type Permissions

Manage OU, Delete OU, Manage
Group, Delete Group, Manage User,
Delete User, Reset User Password

Manage Group, Delete Group,

Susan £hang CRYSTAL\susan User Manage User, Delete User, Reset
User Password

O CRYSTAL\domain CRYSTAL\domain Security
admins admins Group

On the Edit User page, edit the permissions of the user and click Save to save your modification.

You can also click on either the display name or the user name of a user to access the Edit User page.

4.2.4 View User Permissions

You can view permissions that you assigned for users. Click View User Permissions.

AD Administration
i General Settings | AD Administration User Permissions
View User|Permissions | License Management

Then you will be directed to the View User Permissions page. All users in a group will be displayed.
Users will be displayed with Display name, User name, Type, Permissions inherited from, and the
Permissions themselves.
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Display Name User Name Type Permissions inhented from Permissions

Manage OU, Delete
oU, Manage Group,
Delete Group,
Manage User,
Delete User, Reset
User Password

Administrator CRYSTALVAdministrator SecurityGroup CRYSTAL\domain admins

Manage Group,
Delete Group,
Susan £Zhang CRYSTAL\susan User Manage User,
Delete User, Reset
User Password

Manage OU, Delete
oU, Manage Group,
Delete Group,
Manage User,
Delete User, Reset
User Password

Tom Brown CRYSTAL\Tom Brown SecurityGroup CRYSTAL\domain admins

4.3 Configure Web Part Layout and AD Properties Settings

By default, AD Administration provides four tabs, including default AD properties. You can configure
the Web Part layout AD properties settings on the Add Users page.

Properties

chted veing the SPE D Admnaraton | = 0°e"! Qx|

web part. First name: Q‘ﬁ
Initials: Ex
Last name: Ex
Display name: Q‘ﬁ
Description: Ex
Office: Ex
Telephone number: Ex
E-mail: Ex
Web page: Q‘ﬁ

= Add New Property

|E.i Address Qﬁ ‘
|E.i Telephones @ﬁ ‘
|E.i Organization @ﬁ ‘

|E New tab ‘
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4.3.1 Manage Tabs

ADA provides four tabs (General, Address, Telephones and Organization) by default that includes
almost all common AD properties.

Add a Tab

a. Click New Tab or the add icon before it to add a tab.

E General [ 3
B Addreszs [ %
& Telephones [ 3
3 Organization [ 3
Eme%ab

R

b. In the text box of the tab, type a name for the tab.

3 General [ &
& Address [ 3
E Telephones [ 3
B Organization [ 3
3 | |

c.  Press the Enter key or click elsewhere of the tab to confirm.

B General [ %
B Address [ 3
& Telephones [ %
i Organization [ 3
B Account [ 3
(3 New tab

Edit a Tab

To edit a tab, click the edit icon @on the right side of the tab. Then you can change the name of the
tab in its text box.
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3 General [ 3
& Addreszs ] 3
£ Telephones [ 3
3 Organization ] 3
3 |[2ccound] x| [
Cd New tab

Delete a Tab

To delete a tab, click the delete icon next to the edit icon of the tab.

E General [ 3
B Address [ 3
El Telephones [
Ed Organization [ 3
El Account @jﬁl
C3 New tab

A message appears asking if you are confirmed with the deletion. Click OK if you are confirmed.

Change the Positions of Tabs

You can drag and drop the tabs to adjust the positions of tabs.

|E.i General ®
B Organization (e @ﬁ
|U Address Ry [a]
El Telephones [ 3
Cd New tab

4.3.2 Manage Properties
Add a Property
a. Click the “ icon before the tab name or double click on the tab to expand the tab where you

want to add a property.

b. At the bottom of the all properties displayed, click Add New Property.
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E General [
First name: [ %
Initials: [ %
Last name: [ %
Display name: Qﬁ
Description: [ %
Office: [ %
Telephone number: [ %
E-mail: [ ®
Web page: Qﬁ
[ Add Ne%hlﬁrogem{

El Addreszs Qﬁ
B Telephones Qfﬁ
E Organization Qﬁ
Cd New tab

¢. Inthe open window, type a name and a display name for the property. Then set the display style
for this property. Click Add.

Add New Property

Properfyv name

El | !

Appearance
i=play name

|
|User logon name |

Display style
[Text box hd

Rows

1 |

Add || Cancel

Note Property name should be one that exists in AD. If the property name you entered does
not exist in AD, a warning message will appear “This property name does not exist in AD.”
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The Display Style allows you to specify how users can enter their AD property information, typing
texts in the text box, or selecting values from the drop-down list or lookup column.

e Text box: allows user to edit a property in its text box. You can specify the number of rows for the
text box of this property.

Add New Property
Property name

[en |

Appearance
Display name

|U5v.=_'r logon name |

Display style

|TE)Ct bow e

Rows
[2

Add || Cancel

e  Drop down list: set customized predefined values into a drop-down list for users to choose.
To set list values, click Set.

Display style
Drop down list V||

List values

Save || Cancel

To add a value, type a value in New Value text box, and then click Add.
To remove a value, select the value, and then click Remove.

To edit a value, select the value, and then click Edit. Then you can change the value.
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2] List values -- Webpage Dialog ﬂ

MNew Value:
| Marketing Add

Current Values:

Sales

K

e  Text (Read-only): display the property as read-only status on the Web Part, so that users cannot
edit this property.

Add New Property

Property name

| employesid |

Appesarance
Display name
|En1p|wee D |

Display style
|Text (Read-only) e

Add || Cancel

Edit a Property

a. Click the editicon -#on the right side of the property or double click on the property to display
the property details.
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= General ] 3
First name: [ %
Initials: [ %
Last name: [ %
Display name: Qﬁ
Description: @iﬂ
Office: |
Telephone number: [ %
E-mail: [ #
Web page: QW

= Add New Properby

b. Inthe Appearance section, modify the display name or display style and click Save.

Edit Property

Property name
|descripti|:|n |

Appearance
Display name

|DE5|:ripti|:|n: |

Display style
|TE)Ct box hd

Rows
|4 |

Save || Cancel

There are many AD properties with multiple entries, including Telephone number, Web page, Home
Phone, Pager, Mobile Phone, Fax and IP phone. You can deselect the Allow multiple entries check
box or change the display name for additional entry.
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Edit Property

Property name

|mobi|e |

Appearance
Display name

|I'~"Icrbi|e phone: |

Display style
[Text box e

Rows
£ |

[+] Allow multiple entries

Additional Entry
Display name for additional entry

|I'~"Icrbi|e phone (Others) ><|

| Save || Cancel |

Delete a Property

To delete a tab, click the delete icon next to the edit icon of the property.

k& General [ 38
B Address [ 3
& Telephones [ 38
Home phone: [

Pager: Q@J
Mobile phone: Q
Fax: [ %

IP phone: [ %
Motes: ] 38

= Add New Property

B Organization Q ®

Cd Mew tab
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A message appears asking if you are confirmed with the deletion. Click OK if you are confirmed.

Adjust the Positions of Properties

You can drag and drop the properties to adjust the positions of properties within a tab.

= General [ 38
First name: E
Last name: e @ﬁ —
Initials: o, [=] %
Display name: @ﬁ
Description: [
Office: [
Telephone number: [
E-mail: [
Web page: @ﬁ

= Add New Property
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5. Get Familiar with the AD Administration Web Part

According to the configurations for AD Administration Web Part users in Central Administration (CA),
the Web Part will display the OUs, tabs and properties as configured.

For David, all the OUs were selected for him in Central Administration. When he logs on to the site
where the Web Part is added, the Web Part will display all the OUs. The display order of tabs is
adjusted as configured (The Organization tab is right after the General tab). The user properties are
also displayed as preciously configured. He can manage AD with the OUs, groups and users via the
Web Part according to the permissions set up for him in CA.

Achionzs -

Drgamzation
- 'I;_-.s

[
"IF_I‘_ Benied RODC Password |
[
[
[

General | Organization | Address | Telephones

ert Publishers ~ First name: .David

S
-5
- ';.:-

nsfdmins

rnslipdateProsy Last name: Wang

|
Initials: |
|
|

}omamn Admins Dusplay name: [David Wang

- %2 Domain Computers Descripbion: [Built-in account for administering the computer/domain
- %2 Domain Controllers

-5 Domain Guests

-5 Domain Users Office 101 |

- % Enterprise Admin: '
2 Enterpnse Admins Telephone number: 6220-5912 |

:

--';_'.‘_ Enterprse Read-onby Dor

E-mail: [david.w rystallocal
-5 Group Policy Creator Own ' . avid.wang@orystal.loca |

:

- %3 Manager Web page | |
- %2 Part-timers

- %2 RAS and [AS Servers

--i'.‘_ Read-gnly Domain Contr
--'F'.‘. Schema Admins

-3 S0lServer?D05S0L Brow:
-8 SOlServerMSS0LServer!

- 52 WSS_ADMIN_WPG

- %2 WSS_RESTRICTED_WPG W

| ST T Tt

< »
alphabetical Save Cancel

Sites

For Susan, only three OUs were select for her in Central Administration. When she logs on to the site
where the Web Part is added, the Web Part will only display the three OUs. The display order of tabs
remains unchanged as it was not adjusted in Central Administration. The user properties are also
displayed as preciously configured. She can manage AD with the OUs, groups and users via the Web
Part according to the permissions set up for her in Central Administration.



SharePoint AD Administration 1.0 User Guide Page 32

Organization | General | Address | Telephones | Organization |
1 HE First narne: |Susar1 |
j Cindy Wang .
| '
fly frm— Initials: | |
5B Interns Last name: |Zha nid |
b-:.:_. Administration Dzplay name: |5|_|sar1 Zhang |
Descrption:
Office: [302 |
Telephone number: [62:"]391& | Other... |
E-mail: [5u5.nn.:hnng'ﬂlcr','=tﬂl.ln|:nl |
Web page: [ | Other... |
Alphabetical Save Cancel
Sites

5.1 Three Views of Users

AD Administration offers three different views to display the structure and users in it, namely,
Organization, Alphabetical and Sites.

Organization

Alphabetical

Sites

5.1.1 Organization

The Organization view is the default view for AD Administration Web Part. In this view, information is
displayed according to the OU structure in Active Directory. You can see the OUs as well as the groups
and users.
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Organization
=-[E crystal
--IE Domain Controllers
=-[ HR
- 1T
|E Test
--IE Service
|E| Product
--IE Sales
--IEI Marketing
--IE Development
--IE Interns
--IE Administration

5.1.2 Alphabetical

The Alphabetical view displays all users alphabetically by the first letter of their last names. The number
in brackets after the letter indicates the number of users whose last name begins with the letter.

Alphabetical

EI B(2)

: &_; Tom Brown

5----;_5: Johnson Bush

- C(1)

- G[1)

- L(1)

- 5(2)

- W(5)

- Z(4)

If a SharePoint environment contains many users, the Alphabetical view will display users summarized
in object sets. This can be configured in the Appearance Settings of the Web Part, see 5.2.3
Appearance Settings for details.

Note This functionality is not fully supportable for Asian languages.
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5.1.3 Sites

The Sites view displays the users and groups according to their permissions to the sites in the
SharePoint environment.

Sites

#-§Hi PoostSolutions Product Managemer
Elaﬁ AD Administration

=-8 Home Members
EEI--@. Home Owners
=-8 Home Visitors
=-8 Records Center Web Service Su
w8 Viewers
- 8 CRYSTAL\Administrator
E Tom
- B Cindy
- 8 Stela Wang
- B Susan Zhang
- 8 System Account
&-§H mMarketing
-3 Product Documents
&-§Hi Tasks
=3 sales

5.2 The Settings Menu

The ADA Web Part Settings Menu allows users to change the settings include SMTP Sever Settings,
License Management, Change Role and Appearance Settings.

SMTPE Server Settings

Crganization

+E crystal License Management

Change Role

Appearance Settings

Note The user must have Customize Pages permission to the site. Otherwise, the Setting
menu is not available. If the user only has one role, the Change Role (see 5.2.2 Change Role for
details.) setting is not available.
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5.2.1 SMTP Server Settings

Here users can customize SMTP server settings that are different from those configured for AD
Administration Settings in Central Administration.

SMTP Server Settings

SMTP domain name or IP address:

From display name (this will be displayed in the From field of each email):
From address (this will be set as the default From address for each email):

Rephe-to address (this will be set as the default rephy-to address for each email):

(@) Use default Windows user login credentials

() Use custom user login credentials
Username:

Password:

[ ] Enable 55L connection

| Send Test Email

Save | | Cancel

The configuration here is the same as that for AD Administration General Settings in Central
Administration.

5.2.2 Change Role

If a user has different permissions to two or more OUs, the user can specify which role he/she wants to
use. Multiple roles are available because this user might be part of one or several groups for which
permissions to AD Administration Web Part are delegated.

Take Susan for example. Susan is the manager of Human Resource department. She is also member of
the View Data group.
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Choose a Role

According to the permissions configured by your administrator, you currenthy have more than one role

(different permissions for two or more OUs). Please spedfy which role you want to use now (you can switch

to another role later).

Your current role is:

(®) CRYSTAL\susan

Crganizational Units vou can manage: HR, Interns, Administration

Permissons for this role: Manage Group, Delete Group, Manage User, Delete User, Reset User Password
The following roles are also available:

() CRYSTAL\wiew data

The permissions for this role are available due to membership in this group: CRYSTAL\wview data

Organizational Units yvou can manage: None

oK | | Cancel

The user has to specify which role to use, and he/she can always change the selection via Change
Role.

5.2.3 Appearance Settings

The Appearance Settings allows users to specify how many users should be displayed in one set of
objects in the Alphabetical view. This makes the view ease to manage and reduces the loading time to
pull information from AD into the Web Part; and this is especially useful if you need to manage a large
number of users with their last names beginning with the same letter.
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Appearance Settings

Spedfy how many objects to display in a set:

100 iohjects per set.

For optimal performance, it is recommended that each set contains 1,000 or fewer objects. Note that

these settings will not take effect until this page is refreshed.

0K | | Cancel

For example, specify the number of objects as 3, refresh the page and click Alphabetical. Users whose
last names begin with the same letter W is displayed as below. The "1-3" or "4-5" set can be expanded
or collapsed as required. To display more objects, click Display more objects.

B W(34)

1-3

L;: Administrator
L;: Gairy Wu

f: Cindy Wang

4-5

£ Daniel Wang

Michale Wang

fer G |

Display more objects

Note For an optimal performance, it is recommended that each set contains no more than
1,000 objects.
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5.3 The Actions Menu

The Actions menu contains several commands that help you manage OUs, groups and users, and send
emails.

Select one OU and then click Actions. The menu displays as:
Create OU

Create Group

Create User

x Delete

Renamie

£ Refresh

E[ Properties

Select one group and then click Actions. The menu displays as:

Actions = Settings ~

gl send Mail
X Delete
Rename

E[ Properties

Select a user and then click Actions. The menu displays as:

Actions ~ Settings

Change Group
Disable Account

Reset Password

g send Mail
X Delete
Rename

E[ Properties




SharePoint AD Administration 1.0 User Guide Page 39

6. Manage AD with AD Administration Web Part

According to the permissions assign to users, they can manage AD with its OUs, groups and users, and
even send emails directly in AD Administration Web Part.

6.1 Manage OUs

6.1.1 Create an OU

a. Select the OU in which you want to create an OU and click Create OU on the Actions menu. (Or
right-click on the OU, and then click Create OU.)

b. Enter relevant OU information on the right side of the Web Part. Click Save.

Create in: crystal. localTest
MName: Test 1
Description:
Street: MNo.18 Zhongguancun South Street
A
City: Beijing

State/province:
Zip/Postal Code; 100081

Country,/region: China v

Save Cancel

c. A message will ask you if you are confirmed to save OU information to AD. Click OK.
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6.1.2 Delete an OU

a. Select the OU you want to delete and click Delete on Actions menu. (Or right-click on the OU and
click Delete.)

b. A message will ask you if you are confirmed with this deletion. Click OK.

6.1.3 Rename an OU

a. Select the OU you want to rename and click Rename on the Actions menu. (Or right-click on the
OU and click Rename.)

b. Type a new name for the OU and click elsewhere of the editing field.

Actions ~ Settings ~

Organization

=-[E crystal
-- Domain Controllers
.. HE
.. T
EI Test
Team 1 ®
-- Service
-- Product
-- Sales
-- Marketing
-- Development
-- Interns
-- Administration
--|_| Users

6.1.4 Refresh an OU

Select the OU you want to refresh and click Refresh o the Actions menu. (Or Right-click on the OU,
and then click Refresh.) This will refresh the OU and expand it if it was collapsed before.
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Organization

=-[[] crystal

--[f] Domain Controllers
=2|E HR

;J; HR Manager
;5_ Cindy Wang
;5_ Susan Zhang
m-M IT

H-[E] Test

6.1.5 Edit the AD Properties of an OU

a. Select the OU for which you want to edit the properties and click Properties on the Actions menu.
(Or right-click on the OU and click Properties. Or just click on the OU.)

b. On the right side of the Web Part, edit its properties.

c. Click Save. A message will ask you if you are confirmed to save OU information to AD.

d. Click OK. Then the changes will be saved successfully.
6.2 Manage Groups

6.2.1 Create a Group

a. Select the OU in which you want to create a group and then click Create Group on the Actions
menu. (Or right-click on the OU and click Create Group.)

b. Type the relevant information for the group on the right side of the Web Part.
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Create in: orystal.local Marketing

Group name: Il:'l.'.i ntent Management

Group name (pre-Windows 2000): |Cnntent Management

Description: I

Email: |ou ntentmanagement@crystal.local
Group scope fGroup type
@ Domain local ) Security
(O Global @) Distribution
(O Universal

Motes:

Save Cancel

Type the group name and the pre-Windows 2000 group name will be added automatically. It ensures
compatibility with pre-Windows 2000 system environment.

c. Afterall information is entered, click Save. A message will ask you if you are confirmed to save the
group information to AD. Click OK.

6.2.2 Delete a Group

a. Select the group you want to delete and click Delete on the Actions menu. (Or right-click the
group and then click Delete.)

b. A message will ask if you are sure to remove this group. Click OK and then this group will be
removed.

6.2.3 Rename a Group

a. Select the group that you want to rename and click Rename on the Actions menu. (Or right-click

on the group and then click Rename.)

b. Type a new name or change the name for the group, and then click elsewhere of the editing filed.
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EI 1T

----- ;J; Internal IT »

- & Tom Brown

6.2.4 Edit the AD Properties of a Group

a. Select the group for which you want to edit the properties and click Properties on the Actions
menu. (Or right-click on a group and click Properties. Or just click on the group.)

b. On the right side of the Web Part, edit the properties of the group under the Group tab.

Meanwhile, you can add members to this group or remove members from this group under the
Members tab, see 6.2.5 Add Users to or Remove Users from a Group for details.

6.2.5 Add Users to or Remove Users from a Group

Add Users to a Group

a. Under the Members tab of a group, click Add.

| Group | Members

Mame Active Directory Folder Type

Ly

AT

Save | | Cancel |

b. Type the name of the users/groups that you want to add, and click the people picker % to verify
or look up a user/ group from the directory. Click OK.
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Brant Song ; |

&,

g [ e ]
by’

c. Click Save and then the user is added a member of the group.

Remove Users from a Group

a. Toremove the member you added, select the user and then click Remove.
| Group | Members

Mame Active Directory Folder Type

Brant Song crystal.local/Sales/aftersales user

Susan £hang crystal.local/HR user
Add || RE.I“?:‘:"E |

b. A message will ask if you are confirmed to remove the user from this group. Click OK and then it
will be removed.

6.3 Manage Users

6.3.1 Create a User

a. Select the OU in which you want to create a user and click Create User on the Actions menu. (Or
right-click on any OU and click Create User.)
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b.  On the right side of the Web Part, enter the user information, and then click Next.

Create in: crystal. local/Marketing

First name: |Lena Initials: |
Last name: |Zhao |
Full name: | Lena Zhao |
User logon name:

|Iena.zhao ||@cwsta|.loca| |

User logon name (pre-Windows 2000):

CRYSTAL\ |lena |

Next = || Cancel

c. Set the password for this user and then click Next.

Create in: crystal.local/Marketing

Password: |i-|||-||- |

Confirm password: |u-unu |

User must change password at next logon
[ ]User cannot change password
[ ] Password never expires

[ ]Account is disabled

< Back || Mext = || Cancel

d. Select the group to which you want to add this user. This is optional. Click Finish.
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Create in: crystal.local/Marketing

Select the group(s) in which you want to create the user:

[] Performance Log Users crystal.local/Builtin/Performanc
[] Distributed COM Users crystal.local/Builtin/Distributed
[] 1IS_IUSRS crystal.local/Builtin/II5_IUSRS
[] Cryptographic Operators crystal.local/Builtin/ Cryptograp
[ ] Event Log Readers crystal.local/Builtin/Event Log R
[] certificate Service DCOM Access g:ftfﬁ!::la?czalsffrﬂ:g:fncmm Acces
[] Domain Computers crystal.local/Users/Domain Con
] Domain Controllers crystal.local/Users/Domain Cor
[ ] schema admins crystal.local/Users/Schema adr
[] Enterprise Admins crystal.local/Users/Enterprise &
[] cert Publizhers crystal.local/Users/Cert Publish
[] Domain admins crystal.local/Users/Domain Adn
Domain Users crystal.local/Users/Domain Use
[] Domain Guests crystal.local/Users/Domain Gue
[] Group Policy Creator Owners crystal.local/Users/Group Policy
[] rAS and IAS Servers crystal.local/Users/RAS and TAS
|_|{':'.|=lnn=lr Nnearatnre rrvstal lncal/Bnilin/Sanar One

< Back || Finish || Cancel

At this stage, this user has only been added to AD, he/she has not yet been added to SharePoint. If you
only want to create this user in AD, click Finish.

Add this User to SharePoint

a. Click the link Click here to add this user to SharePoint.
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The following user has been created in crystal. localMarketing:
Full name: Lena Zhao

User logon name: lena.zhao

User must change password at next logon

User in group(s):

crystal.local/Users/Manager

Click here to addythis user to SharePoint.

Click here to ei%‘}z;r properties.

Mote: Clicking “FAinish™ will create the user in AD, but will not necessarity add the user to SharePoint. If yvou

waould like to add the user to SharePoint, please dick the ink above. If vou onby want to create the userin AD,

dick "Finish” to complete creation of the account in AD onby.

Then you will be directed to the Grant Permissions page.

b. In the Select Users section, enter the user name or look the user up in via the directory.

Select Users
Users/Groups:

Lena Zhao ;

You can enter user names,
group names, or e-mail
addresses. Separate them with
semicolons.

8

¢. Inthe Grant Permissions section, select the permissions for this user.

Grant Permissions L.
Grant Permissions

Select the permissions you
want these users to have. You
can add users to a SharePoint
group that has already been
granted the appropriate
permission levels, or you can
grant the users spedfic
permission levels.

Adding users to a SharePaoint
group is recommended, as this
makes managing permissions
easier across multiple sites.

(@) Add users to a SharePoint group (recommended)

|Hcrrne Members [Contribute] V|
View permissions this group has on sites, lists, and items...

Grant users permission directhy

This site is using the same permissions as its parent site. To

manage permissions directly for this site, nawvigate to the Site
Permissions page and click Stop Inhenting on the status bar.
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d. In the Send E-mail section, you can choose to send a custom welcome email to this user.

Send E-Mail

Use this option to send e-mail Send welcome e-mail to the new users

to your nizet-:tﬁsers. Yiou C:I: . Subject:

ip-sesr:ﬁtna & the message tha |Welcome to the SharePoint group: Home Members for site: AD Adn

Personal Message:

Links and information about |
the site will be added below
your personal message.

e. After all is done, click OK.

Edit the Properties of this User

a. Click the link Click here to edit user properties.

The following user has been created in crystal local/Marketing:
Full name: Lena Zhao

User logon name: lena.zhao

User must change password at next logon

User in group{s):

crystal. local/UsersfManager

Click here to add this user to SharePoint.

Click here to ed'gjfser properties.
Mote: Clicking “Firish™ will create the user in AD, but will not necessarity add the user to SharePoint. If vou

would like to add the user to SharePoint, please dick the link above. If yvou onby want to create the user in AD,

dick "Finish™ to complete creation of the account in AD onby.
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b. On the right side of the Web Part edit the properties of this user. See_6.3.7 Edit AD Properties of

a User for details.

6.3.2

Change Group for a User

Page 49
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a. Select the user for whom you want to change group and click Change Group on the Actions
menu. (Or Right-click on the user and then click Change Group.)

b. Clear the check box before a group name to remove this user from the group. Then add this user

to another group(s) by clicking relevant check box(es). Click OK to confirm.

Select the group{s) in which you want to create the user:

A OODODOODOdoOOoodoododAg

FEOWED RUDC FassWord REpICaton Grodp
Denied RODC Password Replication Group
Read-only Domain Controllers

Enterprise Read-only Domain Controllers
DnsAdmins

DnsUpdateProxy
SQLServerMss0LserverADHelperUsersyY CISP10
SQLServer200550LBrowserlsersY CISP10
WSS5_ADMIN_WPG

WS5_RESTRICTED WPG_V4

WS5_WPG

Admin

Part-timers

Internal IT

all sales

Manager

View Data

)

Allowed RODC Password Replic
crystal.local/Users/
Denied RODC Password Replic

crystal.local/Users/Read-only C

crystal.local/Users/
Enterprise Read-only Domain

crystal.local/Users/Dnsfdmins

crystal.local/Users/DnsUpdateF

crystal.local/Users/
SQLServerMssQLServerADHel|
crystal.local/Users/
SOLServer200550QLBrowserlse

crystal.local/Users/WSS_ADMII
crystal.local/Users/WSS_RESTF
crystal.local/Users/Ws5_WPG
crystal.local/admin
crystal.local/Users/Part-timers
crystal.local/IT/Internal IT
crystal.local/Sales/all sales
crystal.local/Users/Manager

crystal.local/Users/\View Data
>

e

6.3.3

a. Select a user for which you want to disable the account and click Disable Account on the Actions

Disable a User Account

menu. (Or right-click the user and then click Disable Account.)

b. A message will ask if you are confirmed to disable this user account. Click OK. Then the user

acc

ount is disabled. The user icon LF: will turn to«i%.
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E| Marketing
&5 Lena Zhao
L; Stephene Chen

The procedure is similar if you want to enable a user. The Disable Account command will change to

Enable Account. After the user account is enabled, the user icon L% will turn back toiF-' .

6.3.4 Reset User Password

a. Select the user for whom you want to reset the password and then click Reset Password on the
Actions menu. (Or right-click on the user and click Reset Password.)

b. On the right side of the Web Part, reset the user password following the password policy. Then
click Reset.

Reset password for user:  Lena Zhao

Password: |-Ilnlu“ulllll| |

Confirm password: |uu-uu |

Date password was last reset: NfA (password change is required at next logon)
Macamum password age: 42
Minimum password age: 0
Minimum password length: 7
Must not contain the user's account name or parts of the user's full name that exceed two consecutive
characters.
Must contain characters from three of the following four categories:
Uppercase characters (A through Z)
Lowercase characters (a through 2)
Base 10 digits (0 through 9)

Spedal symbols or non-alphabetic characters (for example: 1, §, £, 9%, etc.)
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6.3.5 Delete a User

a. Select the user you want to delete and then click Delete on the Actions menu. (Or right-click on
the user and then click Delete.)

b. A message will ask if you are confirmed with the deletion. Click OK. Then the user will be removed.

6.3.6 Rename a User
a. Select the user you want to rename and then click Rename on the Actions menu. (Or right-click
on the user and click Rename.)

b. The user name now becomes editable. Type a new name or change the name for the user, and
then click elsewhere of the editing field.

6.3.7 Edit the AD Properties of a User

a. Select the user for which you want to edit its properties and then click Properties on the Actions
menu. (Or right-click on the user and click Properties. Or just click on the user.)

b. On the right side of the Web Part, change the AD properties of the user and then click Save.

¢. A message will ask if you are confirmed to save user information to AD. Click OK.

6.4 Manage Computer

AD Administration enables you to manage computers in SharePoint, you can do these operation: edit
properties, change group, enable/disable or delete computer.

6.4.1 Change Group for a Computer

a. Select the computer that you want to change group and click Change Group on the Actions
menu. (Or Right-click on the computer and then click Change Group.)

b. Clear the check box before a group name to remove this computer from the group. Then add this
computer to another group(s) by clicking relevant check box(es). Click OK to confirm.

6.4.2 Disable a Computer

a. Select a computer that you want to disable and click Disable Account on the Actions menu. (Or
right-click the computer and then click Disable Account.)
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b. A message will ask if you are confirmed to disable this computer account. Click OK. Then the

computer account is disabled. The computer icon will turn to .

The procedure is similar if you want to enable a computer. The Disable Account command will change
to Enable Account. After the computer account is enabled, the computer icon “Bwill turn back to' .

6.4.3 Delete a Computer
a. Select the computer you want to delete and then click Delete on the Actions menu. (Or right-click
on the computer and then click Delete.)

b. A message will ask if you are confirmed with the deletion. Click OK. Then the computer will be
removed.

6.4.4 Edit the AD Properties of a Computer

a. Select the computer for which you want to edit its properties and then click Properties on the
Actions menu. (Or right-click on the computer and click Properties. Or just click on the
computer.)

b. On the right side of the Web Part, change the AD properties of the computer and then click Save.

As with Active Directory, you can only edit the editable property of AD, such as Description
property.

¢. A message will ask if you are confirmed to save computer information to AD. Click OK.

6.5 Send Emails to Croups/Users

You can send emails to groups or users directly in SharePoint via the Web Part.

6.5.1 Send an Email to a Group

a. Select the group to which you want to send an email and then click Send Mail on the Actions
menu. (Or right-click on the group and click Send Mail.)

b. On the right side of the Web Part, enter the email address of a member of this group or select the
Send to all members of this group check box if you want to send the email to all members of
the group. Then enter the subject and content of the email. You can choose to write in plain text
or use the Rich Text Format.

c. Click Send. A window will show the progress. Then the addresses you send to will be displayed.



SharePoint AD Administration 1.0 User Guide Page 53
|

6.5.2 Send an Email to a User

a. Select the user to which you want to send an email and then click Send Mail on the Actions menu.
(Or right-click on the user and click Send Mail.)

b. On the right side of the Web Part, enter the subject and content of this email. You can choose to
write in plain text or use the Rich Text Format.

c. Click Send. A window will show the progress. Then the address(es) you send to will be displayed.
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7. Technical Limitations

There are the following limitations of AD Administration:

e The proxy account only supports domain administrators.
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8. Troubleshooting & Support

Troubleshooting FAQ:

http://www.boostsolutions.com/general-fag.html#Show=ChildTitle9

Contact Info:

Product & Licensing Inquires: sales@boostsolutions.com

Technical Support (Basic): support@boostsolutions.com

Request a New Product or Feature: feature request@boostsolutions.com

Live chat:

http://www.boostsolutions.com/support/chat/livezilla.php?intgroup=U3VwcG9ydA==&reset=true



http://www.boostsolutions.com/general-faq.html#Show=ChildTitle9
mailto:sales@boostsolutions.com
mailto:support@boostsolutions.com
mailto:feature_request@boostsolutions.com
http://www.boostsolutions.com/support/chat/livezilla.php?intgroup=U3VwcG9ydA==&reset=true
http://www.boostsolutions.com/support/chat/livezilla.php?intgroup=U3VwcG9ydA==&reset=true
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Appendix: License Management

You can use a product without entering any license code for a trial of 30 days. To remove the
limitation, you need to purchase a license to register the product.

Find License Information

a. Navigate to the BoostSolutions Software Management section in Central Administration. Then,
click License Management Center link.

b. Click Download License Information, choose a license type and download the information
(Server Code, Farm ID or Site Collection ID).

Download License Information

Download the license type information and send to sales@boostsolutions.com to get license,

Choose a license type

& Server License

Server Code: e4c9171bd1laad9cead903e0a7e0ed12643f8360be
a74459ca3bfeb2e0240f194

" Farm License
Farm ID: {ed4c9171b-d1aa-49ce-ad890-3e0a7e0ed126}
Number of Users: 24 user(s)

" Site Collection License

Site Collection ID: 1316fb72-1436-41cf-949d-56caf020320e Change
Site Collection: http://pro-mac

Download Close

To create a license for you, you need to send us your SharePoint environment identifier. Note that
different license types require different information. A server license needs a server code; a farm
license needs a farm ID; and a site collection license needs a site collection ID.

c.  Send the above information to us (sales@boostsolutions.com) to generate a license code.

License Registration

a.  When you receive a product license code, enter the License Management Center page.


mailto:sales@boostsolutions.com
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b. Click Register on the license page and a Register or Update license window will open.

or Update license

« Upload a license code file

Please upload a license code file or enter the license code to activate the product.

" Enter license code

Browse... |

Register Close ]

=

bz
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¢. Upload the license file or enter the license code and click Register. If the license is verified
successfully, a window will appear showing that the product has been registered successfully.

eqistered Successfully

Registered Successfully

» The license was verified successfully,

» Thank vou for choosing BoostSolutions.

please contact support@boostsolutions.com

If vou encounter any problems or would like to suggest a product requirement,

Close

For more information about license management, see BoostSolutions Foundation for details.



http://www.boostsolutions.com/boostsolutions-foundation.html

	1. Introduction
	2. Installation
	2.1 Product Files
	2.2 System Requirements
	2.3 Installation
	2.4 Upgrade
	2.5 Uninstallation
	2.6 Command Line Installation
	2.7 Feature Activation

	3. Add AD Administration Web Part
	4. Configure AD Administration in Central Administration
	4.1 Configure General Settings
	4.1.1 Configure Log Schedule
	4.1.2 View Logs
	4.1.3 Configure SMTP Server Settings

	4.2 Manage AD Administration User Permissions
	4.2.1 Assign Permissions to Users
	4.2.2 Delete Users
	4.2.3 Edit User Permissions
	4.2.4 View User Permissions

	4.3 Configure Web Part Layout and AD Properties Settings
	4.3.1 Manage Tabs
	4.3.2 Manage Properties


	5. Get Familiar with the AD Administration Web Part
	5.1 Three Views of Users
	5.1.1 Organization
	5.1.2 Alphabetical
	5.1.3 Sites

	5.2 The Settings Menu
	5.2.1 SMTP Server Settings
	5.2.2 Change Role
	5.2.3 Appearance Settings

	5.3 The Actions Menu

	6. Manage AD with AD Administration Web Part
	6.1 Manage OUs
	6.1.1 Create an OU
	6.1.2 Delete an OU
	6.1.3 Rename an OU
	6.1.4 Refresh an OU
	6.1.5 Edit the AD Properties of an OU

	6.2 Manage Groups
	6.2.1 Create a Group
	6.2.2 Delete a Group
	6.2.3 Rename a Group
	6.2.4 Edit the AD Properties of a Group
	6.2.5 Add Users to or Remove Users from a Group

	6.3 Manage Users
	6.3.1 Create a User
	6.3.2 Change Group for a User
	6.3.3 Disable a User Account
	6.3.4 Reset User Password
	6.3.5 Delete a User
	6.3.6 Rename a User
	6.3.7 Edit the AD Properties of a User

	6.4 Manage Computer
	6.4.1 Change Group for a Computer
	6.4.2 Disable a Computer
	6.4.3 Delete a Computer
	6.4.4 Edit the AD Properties of a Computer

	6.5 Send Emails to Croups/Users
	6.5.1 Send an Email to a Group
	6.5.2 Send an Email to a User


	7. Technical Limitations
	8. Troubleshooting & Support
	Appendix: License Management

